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http://www.amazon.com/System-Center-Configuration-Manager-
Unleashed/dp/0672330237

http://www.amazon.com/Microsoft-Office-365-Administration-Inside/dp/0735678235

(http://www.amazon.com/Microsoft-Azure-Planning-Deploying-
Managing/dp/1484210441)	





4

Momentum

750	million

194	billion

188	billion

340	billion

>90%
of	Fortune	500	use	
Microsoft	Cloud
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Cloud	business	value	made	easy
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Azure	business	value
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Regulatory	Compliance
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Trust	Center	- https://www.microsoft.com/en-us/TrustCenter/default.aspx



Azure	covers	54	compliance	regimes	
Azure	has	the	deepest	 and	most	comprehensive	 compliance	coverage	in	the	 industry
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ISO	9001

Trust
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DetectRespond

Recover Protect

Digital	
Transformation

Identify
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Protect Detect Respond Recover

Azure	AD	Identity	 Protection

Advanced	 Threat	Analytics	/	Identity	 Manager
Office	365	ATP

Windows	 Defender	ATP	/	Defender	AV

Microsoft	Cloud	App	 Security

Azure	Security	 Center
Azure	Web	App	 Firewall	/	SQL	Threat	Detection

Azure	Marketplace	Partner	Capability

Attack	Timeline	
Generation

Isolate	machine	
from	network

Remove	Malware

Block	&	Clean	Email

Self-Service	Password	
Reset

Observe	Adversary	
Operation

Refine	Detections	
and	Preventions

Event	Correlation	&	
Dynamic	Queries

Attack	Impact	
analysisUser	&	Entity	

Behavior	Analytics

File	Behavior	Analysis	
(Sandbox	 Detonation	 or	Realtime	Monitoring)

Malicious	URLs	and	IP	addresses

OWASP	Top	Risks	(SQL	Injection,	 XSS,	etc.)

Anti-malware

Quarantine	 shared	
Sensitive	 Data

On	Demand	Detonation

Machine	Learning
Blocking	Risky	 Events Anomaly	 Detection
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Trends	in	Cloud	Security
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Core	security	questions

There	is	one	person	in	every	
organization	who	will	click	on	
anything



1. We	know	that	administrators	have	the	keys	to	the	kingdom;	we	
gave	them	those	keys	decades	ago

2. But	those	administrators	privileges	are	being	compromised	through	
social	engineering,	bribery,	coercion,	private	initiatives

Stolen	admin
credentials

Insider
attacks

Phishing	
attacks
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First	Workstation
Compromised

24-48	Hours

Domain	Admin
Compromised

Attack	Discovered

Data	Exfiltration	(Attacker	Undetected)
11-14	months

Research	&	
Preparation

The	anatomy	of	a	typical	breach
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PLAN ENTER TRAVERSE EXECUTE	 MISSION

4 Threat	 Actors	exfiltrate PII	and	
other	sensitive	business	 dataThreat	Actor	targets	employee(s)

via	phishing	campaign1

Workstation	compromised,	threat	actor
gathers	credentials2a

Threat	 Actors	use	 stolen	credentials	to	move	laterally
3a

Employee	B	opens	infected	
email	(Mobile	or	PC).	Attacker	
disables	antivirus

2b Compromised	credentials/	
device	used	to	access	cloud	
service	 /	enterprise	
environment

3bc

Credentials	harvested	when	
employee	logs	into	fake	
website

2c

A.	Enter	and	Navigate

Any	employee	opens	
attack	email
à Access	to	most/all	
corporate	 data

B.	Device	Compromise
Targeted	employee	opens	attack	email
à Access	to	same	data	as	employee

C. Remote	Credential
Harvesting

Targeted	employee(s)	enter	credentials	in	
website
à Access	to	same	data	as	employee(s)

Common	Attacks

Any



Problem
A	breach	will	(already	did?) happen
Lacking	the	security-analysis	manpower
Can’t	determine	 the	impact	of	the	breach
Unable	to	adequately	 respond	 to	the	breach

New	approach	(in	addition	to	‘prevention’)
Limit	or	block	 the	breach	from	spreading
Detect	the	breach
Respond	 to	the	breach



Network Operating	System Identity Application

Information Communications Management Physical
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Internet	of	Things
Unmanaged	&	Mobile	 Clients

Sensitive	
Workloads

Cybersecurity	Reference	Architecture

Extranet
Azure	Key	Vault

Microsoft	 Azure

On	Premises	Datacenter(s)
		

NGFW

Nearly	all	 customer	breaches	that	Microsoft’s	Incident	
Response	team	investigates	involve	credential	theft	
63%	of	confirmed	data	breaches	involve	weak,	default,	
or	stolen	passwords	(Verizon	2016	DBR)

Colocation	

$

Mac
OS

Multi-Factor	
Authentication

MIM	PAM

Network	 Security	 Groups

Azure	AD	PIM

Windows	
Info	Protection

Enterprise Servers

VPN

VPN

VMs VMs

Certification	
Authority	(PKI)

Security Operations Center (SOC)

WEF

SIEM	
Integration	

IoT

Identity & 
Access

Windows	10Managed Clients

Software	as	a	Service

ATA

Azure	
Information	

Protection	(AIP)
• Classify
• Label
• Protect
• Report

Endpoint	DLP
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Office	 365

Information 
Protection

Legacy	
Windows

Hold	Your	Own	
Key	(HYOK)

80%	+	of	employees	admit	
using	non-approved	SaaS	 apps	
for	work	 (Stratecast,	 December	
2013)	

IPS

Edge	DLP

SSL	Proxy

Azure	AD	
Identity	 Protection

Security	
Appliances

Last	updated	 July	2017	– latest	at	http://aka.ms/MCRA

EPP	-Windows	Defender	AV

EDR	- Windows	ATP

Azure	SQL	
Threat	Detection

Windows	 Server	2016	Security
Shielded	VMs,	Device	Guard,	Credential	Guard,	Just	Enough	Admin,	Hyper-V	
Containers,	Nano	server,				 		Defender	AV,						Defender	ATP	(Roadmap),	and	
more…

Azure	App	Gateway

Azure	Antimalware

SQL	Encryption	 &	
Data	Masking

SQL	Firewall

Disk	&	Storage	Encryption

Conditional	Access

Office	 365	ATP
• Email	Gateway
• Anti-malware • Threat	 Protection

• Threat	 Detection

Azure	Security	Center	 (ASC)

Analytics	/	UEBA

MSSP
Windows	
Security	
Center

Azure
Security
Center

Vulnerability	
Management

SIEM

Office	365
• Security	&	Compliance
• Threat	 Intelligence

Hello	for	
Business

Windows	 10	Security
• Secure	Boot
• Device	Guard
• Exploit	 Guard
• Application	 Guard
• Credential	 Guard	

• Windows	 Hello
• Remote	
Credential	 Guard

• Device	Health	
Attestation

Security	 Development	 Lifecycle	 (SDL)
Cybersecurity	Operations	
Service	(COS) Incident	Response	and	

Recovery	Services

Office	 365	DLP

Cloud	App	Security

Lockbox
ASM

Intune	MDM/MAM

DDoS	attack	mitigation

Backup	&	Site	RecoverySystem	Center	Configuration	Manager	+	Intune

Privileged	Access	Workstations	(PAWs)

Shielded	 VMs

ESAE
Admin	Forest

Domain	Controllers
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Trends	in	Global	Cybersecurity

1. Severity	of	vulnerabilities
2. Vulnerability	complexity
3. New	application	vulnerabilities
4. Platform-agnostic	vulnerabilities
5. Declining	Java	exploits
6. Extent	of	exploit	kits
7. Most	commonly	detected	objects	–Flash/Silverlight	(aka	ActiveX)
8. Global	security	concerns
9. Increased	Trojan	levels
10. Continued	complexity	of	threats

Find	out	about	the	latest	threats	to	endpoints	and	the	cloud
https://www.microsoft.com/en-us/security/intelligence-report



� Explore	additional	resources:
– Trustworthy	Computing	Cloud	Services:	

www.microsoft.com/trustedcloud

– Microsoft	Trust	Center	for	Microsoft	Azure:	
http://www.windowsazure.com/en-us/support/trust-center


