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Gary Berman, Creator, “The CyberHero Adventures:
Defenders of the Digital Universe”

Our Mission

The only time that people hear about hacks or 
cybersecurity is when the “Black Hats” win. “

Our mission is to support the Community and to say 
THANK YOU by shining the light on all of the unsung 
heroes who toil in anonymity to keep us safe while 

online at work, home and school”.



Today’s Discussion

1. A View from the C-Suite: An Insider Threat Case Study

2. Meet the “Forrest Gump of Cyber Security”

3. The BIG Pivot: From Victim to Advocate

4. Round Table Discussions



1. A View from the C-Suite: An Insider Threat Case Study



! Near-death injury.

! Small group of 
employees started their 
OWN company while 
working for us full-time.

! Duplicated website
! Redirected calls
! Stole intellectual 

property
Called biggest clients alleging fraud.

Daily Parking Lot Summits of Trusted Employees 

Lost Millions.





Like Phoenix…rising from the ashes.



Linkedin Spoof

719 
Connections

Linkedin “2” 
584 

Connections



Spoofed Linkedin 2FA
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Worked non-stop to gather photographic evidence. 19 Attack Vectors 
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Blue vs 
green color

No country 
of origin

No customer 
support 
number

No logo

Privacy 
policy error 

message



Correct  
On/Off  
Switch

No VPN 
On/Off 
Switch

No Known 
Language

No Known 
Language

Virtual Private Networks were Spoofed.



SIM was locked and I had to replace it 6 times within one week.
Then, it was locked a different way and required a Personal Unlock Key (PUK).



AT&T Hotspot on my cell phone was NOT provisioned by AT&T



Lead Tech at Samsung KNOX tried to solve issues.
Date: July 13, 2018

To: Aaron Kusmeskus, KNOX Mobile B2B Team | Samsung (via Fedex)
cc: Keith Fuentes, Software Sales | Team Lead | Samsung (via e-mail)
cc: Detective Perez, Miami Dade Police Department | Cyber Division

Re: Communications Issues

Aaron & Keith,

As always, thank you for your on-going support with regarding to the hacking issues of the Samsung 8 that you have kindly provided to me. As we’ve discussed, there appear to 
be three main issues, two of which relate to AT&T and the third, possibly an Android hack:

1. The multiple times that my SIM card was locked. Please see the attached receipts from AT&T from having to replace the SIM card 6 times within two weeks. As you will 
experience when you start my Samsung 8 phone (enclosed within the Fedex), the SIM card will be locked. I’ve secured a Personal Unlocking Key (PUK) from AT&T: 
16983860. You will see that it will require several attempts to unlock the device. The normal passcode that I’ve set up to begin using the device is 2358. To enter the 
“Workspace”, the code is 16072358.

1. As a separate, but related matter that I’ve mentioned to you previously, for the past several months due to the compromised router(s) in my home, I have been following 
your guidance using the DEX system and connecting to the Internet using the AT&T hotspot and NOT the Wifi. Coincidentally, my daughter asked me to contact AT&T to 
enable her telephone to also get a hotspot. I called AT&T and was told, “my current plan does NOT have hotspot enabled. I replied that “I have been using my hotspot for 
months. The agent escalated my call to their tech support person, who confirmed that not only was my current plan not including a hotspot, but also, that my AT&T 
account was NEVER enabled. I asked the tech person to send me a recap of our conversation (see attached). He added: “In my 13 years’ experience I have not seen the 
hotspot work without the correct plan/entitlements”. Subsequently, the tech and customer service person modified my plan and enabled their hotspot. It has been working 
correctly.

1. When I had a Blackberry KeyOne, I found an Android “Permission” and likely hack, that allowed for the preventing and/or rerouting of outgoing calls. I have also 
experienced a significant number of calls that have not gone through on my Samsung 8. Please check your operating system and logs to determine if this Permission is 
enabled. 

1. As per your instructions, today, I am purchasing a simple AT&T burner phone that I will use as a hotspot and to make and receive calls until I receive the replacement 
phone from Aaron.



Buick confirmation of 36 connected vehicles via On Star.



AT& T Spoofed Bill for more than $9,000



57 Potential Consequences of an Insider Attack as per
Carnegie Mellon’s Insider Threat Report

! Physical/Digital

! Economic

! Psychological

! Reputational

! Social/Societal



! Local Police Department (5 times).

! FBI (4 times).

! Secret Service (2 times).

! District Attorney declined to open case
due to lack of evidence/attribution.



2. Meet the ”Forrest Gump of Cyber Security”
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3. The BIG Pivot: From Victim to Advocate. 



THANK YOU Stan Lee: ”The Marvel Way”
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The CyberHero Adventures: Defenders of the Digital Universe 



Meet the CyberHeroes!
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The Future
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