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Gary Berman, Creator, "The CyberHero Adventures: &B

Defenders of the Digital Universe” ‘

Our Mission

The only time that people hear about hacks or
cybersecurity is when the "Black Hats"” win. ™

Our mission is to support the Community and to say
THANK YOU by shining the light on all of the unsung
heroes who toil in anonymity to keep us safe while
online at work, home and school”.



& Today's Discussion

l.l View from the C-Suite: An Insider Threat Case Study
2. Meet the "Forrest Gump of Cyber Security”
3. The BIG Pivot: From Victim to Advocate

4. Round Table Discussions
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1. A View from the C-Suite: An Insider Threat Case Study

» Company founded
in 1988.

- 100+ Employees.

« Sold 49% to one
of the largest
marketing companies
in the world.

* AT&T, Best Buy,
Ford, General
Motors, P&G etc. as
clients.




Daily Parking Lot Summits of Trusted Employees
* Near-death injury.

«  Small group of
employees started their
OWN company while
working for us full-time.

* Duplicated website
 Redirected calls
« Stole intellectual

property

Called biggest clients alleging fraud.

Lost Millions.



During the
following 10

years, we Co-
founded The
Anthem Project

Co-founded
Grasp Learning



Like Phoenix...rising from the ashes.
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Spoofed Linkedin 2FA

Gary Berman

Re: Gary, please verify your new device

To:

Eve ZZ2yyynozzzazezzzzzzzzz ™ p' ™o+ "p4 0" 0"0 @04 4 404 40" 4p4p0O
Spppo@ppoiBpeo@p +pp+Ip<)+p+ 8 +-4+ B 0-+-40-000i++-+-00I0I++ 0000+ ++-0lI00OIDOOIOT I +-
0+00I0I00+++++ N3 mara harder for 11 gat | 17 wil | a8 Tight alfervescenca

On Thu, Mar 22, 2018, 2.07 PM Linkedin Security <security-noreply @ linkedin coms wrote:

Linked(Td -
_—

Hi Gary,

We naticed you racently tnied 10 sign in 1o your Linkedin account from a new device

You can finish signing in %0 your Linkedin account by following the instructions that we sent 1o
your phana number anding in 2832 (US)

If you're having trouble signing in, please visit the Linkedin Help Canter,

Tharks for using Linkedin!
The Linkedin Team

When and where this happenad:

March 22, 2018, 207 PM

IE

Windows 8.1

Miami, Floriga, United Sates




Cybersecurity
Experts

| could not afford a
complete analysis,

90% chance of Client Security Report
Man in the Middle
Attack

Gary Berman

Conclusion:

The log files were deleted before 09/15. The laptop was compromised through the one of the multiple
vulnerabilities with a probability 90%. The list of vulnerability of that OS version includes OpenSSH (the
remote access to console) and mitm or network intrusion with privilege escalation. Hacker can gain access

remotely with high privileges and destroying all the signs of their deeds. Such as the destroying logs that were
before 09/15.



Worked non-stop to gather photographic evidence. 19 Attack Vectors
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Thunderstrike signature | & Lightening
to indicate that hack has begun \/wts




Google 2-Step Verification was Spoofed on iPhone

e
+1(754) 263-1978

220-00

G-573465 is your Google
verification code
G-301573 is your Google

- < . G o1l g
?ezf?cs‘ﬁioq'ché’: g verification cole

- s yvour Google - 5
B e, G-301573 is your God}
verification code
G-364352 is your Google
verification code - -
G-301573 is your Google

¥
verification code

Did you ask Google to G-301573 is your Google

recover access for s _
larrysummers2358@gmail. verification code.

2 if not, check your email to "
find out how to STOP this G-301573 is your Google

~ request. verification code.




Multiple e-mail clients were spoofed.

No customer

No country support
of origin

@ Oreb Fle 180 Caphuw  Wekee g SICTRCET - = number‘ s = |

Blue vs
green color

Privac
policy error
message



Virtual Private Networks were Spoofed.

No Known
Language

No Known
Language

Correct

On/Off
Switch

No VPN
On/Off
Switch



SIM was locked and I had to replace it 6 times within one week.
Then, it was locked a different way and required a Personal Unlock Key (PUK).
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AT&T Hotspot on my cell phone was NOT provisioned by AT&T

" (1] “ - 20i8481 ¢

AT&T Recap of Call on 07/05/18 e«

CARROLL, JASON <LCS123@att com> 10:20 AM (10 minutes ago)

H., Gary. Today we discussed the mobile hotspot option on the 2632 mobide phone number. | reviewed your rate plan and found that the ATAT Unimited Choice plan
does not include hatspot capabilties. | also reviewed your technical entifiomaents in our backend system and found that you do NOT have hatspatl capabilitios or aocess
points provisioned by ATAT. You indicuted thal the holspol is working from your device. In my 13 years” experience | have not seon the hotspot work without the
correct plan‘entitiements.

If you noed additionad information, plesiese fool froe to roach out to ATAT at 1.800-331.0600

Thanks!

L. Jason Carroll

CS -« Team Manager -Advanced Technical Support - Call Cenler

ATAT Mobiity ~

ATAT

MOBILIZING YOUR WORLD




Lead Tech at Samsung KNOX tried to solve issues.

Date: July 13, 2018

To: Aaron Kusmeskus, KNOX Mobile B2B Team | Samsung (via Fedex)
cc: Keith Fuentes, Software Sales | Team Lead | Samsung (via e-mail)
cc: Detective Perez, Miami Dade Police Department | Cyber Division

Re: Communications Issues

Aaron & Keith,

As always, thank you for your on-going support with regarding to the hacking issues of the Samsung 8 that you have kindly provided to me. As we’ve discussed, there appear to
be three main issues, two of which relate to AT&T and the third, possibly an Android hack:

1.

The multiple times that my SIM card was locked. Please see the attached receipts from AT&T from having to replace the SIM card 6 times within two weeks. As you will
experience when you start my Samsung 8 phone (enclosed within the Fedex), the SIM card will be locked. I’ve secured a Personal Unlocking Key (PUK) from AT&T:
16983860. You will see that it will require several attempts to unlock the device. The normal passcode that I’ve set up to begin using the device is 2358. To enter the
“Workspace”, the code is 16072358.

As a separate, but related matter that I’ve mentioned to you previously, for the past several months due to the compromised router(s) in my home, I have been following
your guidance using the DEX system and connecting to the Internet using the AT&T hotspot and NOT the Wifi. Coincidentally, my daughter asked me to contact AT&T to
enable her telephone to also get a hotspot. I called AT&T and was told, “my current plan does NOT have hotspot enabled. I replied that “I have been using my hotspot for
months. The agent escalated my call to their tech support person, who confirmed that not only was my current plan notincluding a hotspot, but also, that my AT&T
account was NEVER enabled. I asked the tech person to send me a recap of our conversation (see attached). He added: “In my 13 years’ experience I have not seen the
hotspot work without the correct plan/entitlements”. Subsequently, the tech and customer service person modified my plan and enabled their hotspot. It has been working
correctly.

When I had a Blackberry KeyOne, I found an Android “Permission” and likely hack, that allowed for the preventing and/or rerouting of outgoing calls. I have also
experienced a significant number of calls that have not gone through on my Samsung 8. Please check your operating system and logs to determine if this Permission is
enabled.

As per your instructions, today, I am purchasing a simple AT&T burner phone thatI will use as a hotspot and to make and receive calls until I receive the replacement
phone from Aaron.



Buick confirmation of 36 connected vehicles via On Star.
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57 Potential Consequences of an Insider Attack as per
Carnegie Mellon’s Insider Threat Report

Physical/Digital

Economic

Psychological

Reputational

Social/Societal




Law Enforcement

Local Police Department (5 times).

FBI (4 times).

Secret Service (2 times).

District Attorney declined o open case
due to lack of evidence/attribution.




2. Meet the “Forrest Gump of Cyber Security”

W Endpoint protection

Endpoints are typlcally the initial target of an attack because

- tively vulnerable due 1o the vast diversity of
C bersecur'ty software applications and versions they run, and can thus
y pravide an entry point to the network and access (o data
’ that an attacker wants, gacy endpoint protection, such as
[ES host-bDased antivirus soltware, has the same weaknesses as
DUM other legacy signature-based technodogy, in that they can
) detect malware that is already known - and are completely
Inefiective for detecting new, mmodified, or caknown malware
threats. Additionally, endpolmts such as users” laptops and
moblle devices are often not protected by lirewalls or [PSs
when they're not coanected to the organization’s network,
opening them up to attack when employees use t
remotely

AR

|

the

y be r Wi re DHS Secretary Nielsen




3. The BIG Pivot: From Victim to Advocate.

Copyright Cyberman Security, LLC 23



THANK YOU Stan Lee: “The Marvel Way"

' ol mfnﬂfmnmmnfs

* Sphere|Cube|Cylinder

* 6 headshighvs 8.5
* Passive vs action
* Average vs heroic

* Bland vs passionate

* Vertical vs forward perspective



The CyberHero Adventures

: Defenders of the Digital Universe
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Meet the CyberHeroes!
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Say "Boo” to the Villains!
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Say "Boo” to the Villains!
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Cybersecurity Ecosystem Feedback

L Search 1:1-; l'i If] 1?31 E-\l "!-;."

My NEtwork FOOE Messagng  MNotimcaton Mg ¥

21,665 Connections

100 $100 $100 5100 %100
$200 5200 $200 $S200 $200 5200
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$400 $400 3400 400 S400 $400
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The Future

Donate Comics to Organizaitons Edition #2 “Follow the Money”




* Comic-Based Education &

=
Com’c BEE | Evaluation For Cyber Security
Building a cyber workforce demands new ways to teach, practice, and

evaluate cyber skills. Branching interactive graphic comics are a great way
to communicate and assess abstract concepts like cyber security.

E N
.-

Comic-BEE lets educators and evaluators rapidly create branching interactive graphic
stories that convey valuable lessons in cyber security, without need for artists, writers, or
programmers.

Comic-BEE gives learners the opportunity to make
decisions and control the flow of the story, so they
quickly learn the consequences of those decisions.

Comic-BEE's scoring capability supports evaluation
and assessment of diverse cyber concepts and skills;

no computer lab required. Use comics to create your
own cyber competition on any topic.
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Our Mission

The only time that people hear about hacks or
cybersecurity is when the "Black Hats"” win. ™

Our mission is to support the Community and to say
THANK YOU by shining the light on all of the unsung
heroes who toil in anonymity to keep us safe while
online at work, home and school”.
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